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Impact of ESG on
Key Roles in Risk
Management Today

ESG and Risk Management Today
As the world and markets are continually changing and doing so at an everincreasing pace, many organizations find themselves reacting to change and trying
to keep up with it rather than seizing the opportunity it presents. Environmental,
social, and governance (ESG) identifies, measures, and tracks an organization’s
policies and processes impact on environmental, social, and governance areas.
Implementing strong environmental, social, and governance practices is key to an
organization’s ability to grow, innovate and ensure its success today, and continued
longevity well into the future.

ESG is more than just enacting policies to address the social concerns of the day.
For example, in a study conducted by the University of Oxford*, 88% of companies
with robust ESG practices achieved better operational performance. In addition,
the same study revealed that 80% of companies with prudent sustainability
practices positively influenced their stock price. These positive results should
not be surprising.

Organizations with more diverse workforces can bring multiple points of view and
perspectives to the table, often resulting in faster innovation and new ideas to
solving problems and a better understanding of how to adapt to global pressures
and changes than organizations that do not. And it’s not just about having a
diversified workforce that enables organizations to outperform their rivals.

The impact of ESG on key
roles in risk management
today crosses many of
the traditional functions
expected to help an
organization navigate
through changing times.
However, there are few new
roles added to the mix.
The following provides a
few stories of individuals
facing challenges - and
opportunities - as ESG
initiatives become a focal
point in many organizations.

* Oxford University - Smith School of Enterprise and the Environment
“From the Stockholder to the Stakeholder: How Sustainability Can Drive Financial Outperformance.” 2015
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Role: Board Member
Jane has been on the board for several years. She has lent her experience in operations
and finance to help guide the company towards new successes and is very excited
about the company’s future. However, she senses a new phase for the industry. She is
keeping an eye on the shifts in the trends affecting their customers, the innovations of
the competition, the regulatory flux and, most importantly, the company’s reputation
in delivering quality products.
As a fiduciary steering the organization towards a sustainable future, Jane wants to
know the information she is getting from the company truly represents the current
state. She sees the ESG initiative as a key to providing assurance the company is
on the right track. She expects the data to be decision useful, evidence based and
underpinned by internationally proven and accepted standards.

How Archer Can Help
Archer can put the ESG efforts into the context of the broader risk perspective. By
organizing the program, consolidating data and quantifying risks, Archer provides
management with a data driven approach to get the board the information they need.
Armed with the right insights, the management team can then work with the board
to ensure the company’s efforts are aligned with the overall strategy towards success.

Jane
Impact of ESG on Key Roles in Risk Management Today | 3

Role: CEO
As CEO, Carl is responsible for delivering a vision for the future. This is no easy task given
his company plays in a highly competitive industry. Add on the uncertainty of customer
expectations, financial markets and shifts in innovation and the future is murky at best.
Luckily, Carl’s experience and the team he has built to help him lead are top-notch and up
to the challenge. In the end, he needs evidence of the performance of the company and
insights into the long-term viability of the path they are on. This allows him to communicate
to shareholders the value of the organization and secure continued investment for growth.
Carl looks to his risk management efforts to help him see what’s around the corner. While it
isn’t always crystal clear, the insights from the company’s risk management efforts gives him
and his team a sense of what might stand in the way of their strategic goals. This is crucial as
he looks for opportunities to exploit ahead of less adaptive competitors. ESG plays a major
role broadening the perspective of risk to combine environmental, social and governance.
This is a major challenge but worth the effort for Carl and his management team to know
about risks to the business and operating models in time to do what is needed. Carl needs
decision-useful actionable information with which to better sense and anticipate what might
stand in the way of achieving strategic goals.

How Archer Can Help
Archer enables an organization to manage multiple dimensions of risk on one configurable
platform. With a technology enabled risk management program, the risk functions are more
effective and efficient and identifying, assessing and monitoring risks. Most importantly,
Archer can enable the risk teams to quantify risk in new ways to better communicate
viable strategic options.

Carl
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Role: Chief Financial Officer
David plays a major role in the management team guiding the financial operations of
the company. His experience has given the company solid leadership as the company
has opened new markets and launched additional products. As one who shapes the
value generation of the company, he is keenly aware of the necessity of well controlled
processes. The financial reporting process is under hi s purview, and he has worked
towards an efficient, effective process. ESG represents a new phase in reporting
standards. David sees the future of integrated financial and non-financial reporting
and is expecting the processes to meet similar levels of rigor. He wants to know that
he can trust the data driving the information which informs their value generation
strategies. He also wants to know that the company is prepared for changes in
corporate reporting, changing stakeholder influences and audit requirements. David
needs high-fidelity integrated reporting of all financial and non-financial data.

How Archer Can Help
Archer ESG enables the company to gather and aggregate data from across the
organization using verifiable, consistent processes. As an ESG ‘platform of record’,
Archer can provide the infrastructure supporting the program with a standards-based
approach for metrics collection and reporting. In addition, the data visualization and
quantification provided by Archer makes the complex ESG data decision useful and
actionable by putting risks in financial terms.

David
Impact of ESG on Key Roles in Risk Management Today | 5

Role: Corporate Social Responsibility
Kari has been leading the Corporate Social Responsibility (CSR) efforts for a few years. Now,
she is being handed a big role in the new Environmental Social Governance (ESG) efforts at
her company. While there is certainly overlap with her previous efforts, ESG represents a new
challenge for her. She must broaden the program to encompass more areas of the business
as well as answer some tough questions to demonstrate progress and actions related to the
company’s ESG targets.
A key challenge for her is the expectations related to the metrics associated with her industry.
She can leverage several standards such as SASB and GRI to guide her program but, ultimately,
she must help the business understand ‘what matters most’ in te rms of environmental, social
and governance metrics. Then, they need a sustainable, efficient program to track metrics,
report on progress and produce actionable recommendations to keep the business moving
in the right direction. Kari needs reliable and relevant data at her fingertips such that she
can readily provide answers to questions from all stakeholders.

How Archer Can Help
Archer ESG provides enterprise-wide assessment, mapping, monitoring, reporting, and
quantification of the organization’s environmental, social, and governance programs. Archer
ESG delivers to business leaders a complete and aggregated view of the organization’s value
chains and its supply chain’s ability to meet its social and sustainability responsibilities.

Kari
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Role: Investor Relations
Lucy works with the company’s corporate management to create communication
plans to inform its investors on company strategy and performance. In addition to
fielding inquiries from investors, ensuring feedback gets to the right people in
management and handling the occasional crisis, she also has to work with various
departments to ensure compliance with financial reporting laws. She is getting more
and more inquiries into the ESG strategies of the company. While the company has
published an environmental report for several years, the requests to provide more indepth information and clearly articulated plans for progress have steadily increased.
A major challenge for Lucy is not only gathering the information for the ESG reports,
it is analyzing the data so that the effort isn’t just a ‘check the box’ exercise. She is
responsible for helping interpret what could affect shareholders so this includes not
only the financial reporting information but environmental, social and governance data
that could indicate potential risks to the company’s strategy – and in turn, its ability to
raise capital and meet shareholder and investor expectations. Lucy needs financial and
non-financial information in advance of investor meetings to best prepare for questions
from shareholders and the investment community.

How Archer Can Help
By centralizing ESG data, Archer can help the company prepare for annual reporting.
More importantly, executives and Board members can use Archer ESG’s graphical,
real-time reporting and dashboards to view and evaluate compliance, environmental
impact, and supply chain risk with quantifiable data and metrics. This actionable
data helps inform better decision-making and achievement of corporate goals while
mitigating risk and ensuring the business takes steps to ensure its success.

Lucy
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Role: Chief Risk Officer
Sheryl has a considerable task in looking at risks across the company. In the past, she focused
much on operational risk – identifying the potential threats to business operations and making
recommendations for controls that mitigate those risks. The success she has had in this area
has led her to become more involved in strategic risk – and ESG represents a major opportunity
for her to provide key insights that help shape the company’s strategy. ESG fundamentally is
a ‘forward looking’ view of risk forcing a company to identify future issues that may arise and
plotting out a course to avoid, or at least mitigate, the major obstacles.
Sheryl and her team have implemented risk processes across the enterprise and spent much
effort to design a scheme of reports and heatmaps to discuss risk with her colleagues. While
this is working today, they are looking for the next step. The disruptions over the past two
years have highlighted the need to focus on building more resilient operations that can thrive
in times of change. Managing risks to ESG efforts is a big part of this and Sheryl wants more
precision as she discusses risk scenarios with her management peers.

How Archer Can Help
Archer ESG enables ESG data to be gathered in a centralized Integrated Risk Management (IRM)
platform alongside other risk and compliance data. By imp lementing Archer ESG aligned with
their broader Archer IRM program, business leaders and executives have access to quantifiable
risk data providing the insight and tools needed to protect the business while adhering to their
ESG policies. In addition, Archer Insight allows your risk teams to look at their data in a new way.
You can use modeling and risk quantification to dig into the data, run scenarios and identify
the impact of risks and the necessary investments to reduce or mitigate business disruptions.

Sheryl
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Role: Chief Audit Executive
Responsible for providing oversight over business operations, Raj has seen many
different shifts in the industry. He has spearheaded projects that have helped the
business grow while maintaining prudent controls in place to address potential
compliance issues and operational risks. ESG represents another chapter in the audit
function’s strategy. As initiatives unfold to meet ESG metric targets, Raj and his team
can provide critical insights into the effectiveness of controls and the ability of the
business to deliver on its promises.
Raj and his team are well versed in scoping audits and analyzing the business operations.
The main challenge for them is to ramp up on the various standards within ESG. ESG has
many different components depending on the industry and investors are beginning to
require a level of rigor comparable to financial reporting. Raj and his team can assist but
given the scope of ESG metrics and the already heavy burden with other compliance
requirements, he and his team are going to be challenged in maintaining an efficient
and effective audit program.

How Archer Can Help
Archer Audit Management provides a risk-based approach to audit management and
consolidates your entire audit process within one system. When your audit teams focus
on the most critical areas of the business, you can transform how they collaborate with
your operations for the most impactful risk-scoped audits.

Raj
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Role: Chief Compliance Officer
Donna has responsibility across all of the areas of compliance. Her team monitors industry
requirements and legislation, work with the business to identify what needs to be done to
comply, and then provides expertise as different programs are rolled out. Fundamentally, ESG
is a major compliance challenge. It requires the company to determine what matters most,
set targets and objectives, implement actions to meet those targets and then keep an eye on
progress. She can provide clear experience on how this can be approached – but it is another
thing on the an already full plate.
Donna’s challenge lies in optimizing existing compliance processes to free up resources to help
with ESG. In addition, she is concerned about ‘compliance fatigue’ in the business since they
are being asked to demonstrate compliance across a wide range of requirements. Between
her inquiries, audit processes, third parties and other constituents, the business can quickly
become derailed simply trying to keep up with the requests for information. She needs a way to
optimize the process to gather the information from the busines s in an efficient manner while
juggling the changing regulatory environment.

How Archer Can Help
With Archer Regulatory & Corporate Compliance Management, you can obtain a clear
view of the organization’s state of compliance, enabling you to prioritize activities that
address the regulatory requirements having the greatest impact on the business. Limiting
overcompensating responses and wasted cycles preserves the ability to direct more
resources back to strategic areas of the business.

Donna
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Role: Chief Information
Security Officer
Paul’s role over the last decade has grown in importance and visibility as cyber
threats have become a board level topic. He is regularly called upon to discuss
emerging technology threats and demonstrate the steps the company is taking
to manage today’s constantly evolving security landscape. While ESG doesn’t
seem to be immediately relevant to the security role, data privacy and security
are key parts of the social requirements outlined in industry standards.
A major challenge for data security is maintaining a clear understanding of
the data flows and various data repositories across the enterprise. With the
expanded use of third parties as part of the business ecosystem, clarity on
where data resides, who has access and what business processes generate or
utilize different data elements is increasingly difficult.

How Archer Can Help:
Archer IT & Security Risk Management can be the backbone of your strategy
to manage technology risk. Archer can help the security and IT teams stay
on top of an accurate inventory of processing activities for the purposes of
performing data protection impact assessments and tracking regulatory and
data breach communications with data protection authorities.

Paul
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Role: Director - Third Party Risk
Jamie plays a key role in managing risks related to the company’s expanding business ecosystem.
She began facilitating security reviews of third parties as data sharing and system integrations
were fueling many different business relationships. This challenge grew to include other elements
of risk – financial, reputational, operational and resilience – as her program grew to take on these
other key factors in managing the vendor lifecycle. Now, ESG has been added as another
dimension as the company looks to manage environmental impacts across the supply chain.
A major challenge for managing risks related to vendors and suppliers is maintaining a clear
understanding of who these parties are, what they are doing for the business and the extended
relationships with fourth and fifth parties. As ESG requirements flow out into the supply chain,
the need to catalog the ecosystem, establish efficient risk asse ssment processes and report on
potential risk areas becomes an exponentially difficult task.

How Archer Can Help
Archer Third Party Governance enables you to automate and streamline oversight of vendor
relationships. With an accurate picture of your third-party ecosystem, you can prioritize actions
and facilitate activities necessary to manage third-party risk across the entire third party
management lifecycle including ESG and supply chain resilience.

Jamie
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By implementing responsible social and sustainability policies
and programs that help lessen corporate environmental impact,
organizations can better deal with global crises such as rising
energy prices, access to resources, and enact better operational
resilience programs. Organizations that embrace and implement
robust and effective ESG programs benefit society, investors,
stakeholders and ultimately assure the organization’s ability to
thrive and survive long into the future.
Archer Integrated Risk Management can help your organization connect the
many functional groups necessary to meet your ESG program goals.
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About Archer
Archer is a leader in providing integrated risk management solutions that enable customers to improve
strategic decision making and operational resiliency. As true pioneers in GRC software, Archer remains solely
dedicated to helping customers understand risk holistically by engaging stakeholders, leveraging a modern
platform that spans key domains of risk and supports analysis driven by both business and IT impacts. The
Archer customer base represents one of the largest pure risk management communities globally, with over
1,500 deployments including more than 90 of the Fortune 100.
@ArcherIRM

Archer Integrated Risk Management

©2022 RSA Security LLC or its affiliates. All rights reserved. RSA and the RSA logo are registered trademarks or trademarks of RSA Security
LLC or its affiliates in the United States and other countries. All other trademarks are the property of their respective owners. RSA believes
the information in this document is accurate. The information is subject to change without notice. 04/22 eBook.

